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Abstract—In this preliminary case study, we investigate how
inconsistency in a network intrusion detection rule set can be
measured. To achieve this, we first examine the structure of
these rules which incorporate regular expression (Regex) pattern
matching. We then identify primitive elements in these rules in
order to translate the rules into their (equivalent) logical forms
and to establish connections between them. Additional rules from
background knowledge are also introduced to make the correla-
tions among rules more explicit. Finally, we measure the degree
of inconsistency in formulae of such a rule set (using the Scoring
function, Shapley inconsistency values and Blame measure for
prioritized knowledge) and compare the informativeness of these
measures. We conclude that such measures are useful for the
network intrusion domain assuming that incorporating domain
knowledge for correlation of rules is feasible.

Index Terms—Network intrusion detection, inconsistency mea-
sures.

I. INTRODUCTION

Research into intrusion detection within the network se-
curity domain has accumulated a considerable amount of
rules for detecting various intrusions and security threats.
For instance, the size of Snort (a well known open source
Network Intrusion Detection System (NIDS) and Network
Intrusion Prevention System (NIPS)) has expanded rapidly
in recent years [1]. Such intrusion detection systems (IDSs)
have provided advantages over traditional security measures
in terms of accuracy and reliability [2]. Furthermore, efficient
implementation of the rules used by these IDSs has proven
that it is possible to integrate these systems into modern high
speed networks. One such method has been to execute regular
expression (Regex) pattern matching on network traffic using
high performance computing facilities.

However, the current IDS rules have their limitations as
identified in [3]. The most significant limitation is that for
every rule there is one alert, and there is little consideration
for subsequent correlation of individually detected primitive
alerts. Therefore high level network intrusion events are not
adequately detected and reported. At the same time new rules
are continuously being added, in Snort for example [1], so it
is crucial to validate any new rules against existing rules to
identify and remove inconsistencies.

In this paper, we do not consider how network intrusion
rules are obtained or whether each rule is correct. Rather, we
assume that given a set of such rules (called Snort2Regex
rules) created using the Snort2Regex translator [4], our task is
to deploy formal Al approaches for analyzing these rules and

to discover any inconsistencies (the occurrence of conflicting
information) among them. Such attempts for inconsistency
detection have not been carried out within intrusion detection
research. The implication for intrusion detection systems is
that the detection of intrusion attempts will not be reliable
when conflicting alerts are reported. By measuring the degree
of inconsistency for each formula we can identify those
formulae which are more inconsistent than others in order to
begin resolving conflicts.

Recent developments in inconsistency handling [5], [6], [7]
have demonstrated that to effectively handle inconsistencies,
it is necessary to propose measures to quantify the degree
of inconsistency that individual formulae have contributed,
instead of considering the inconsistency of the knowledge base
as a whole. These formula-level inconsistency values, such
as the Scoring function in [6] and the I;; Shapley value in
[7], can be considered a degree of blame assigned to each
formula in terms of its contribution to the inconsistency of
the overall base. The advantage of these methods is that they
identify an ordering for the degree of inconsistency that each
formula brings. This means that inconsistency can be resolved
by removing or modifying formulae which contribute more to
inconsistency.

In many real word applications, such as in Requirements
Engineering (RE) [8], some knowledge will be more important
than others. Rather than assuming that all formulae are equally
important, knowledge of this nature is often organized into
some kind of prioritized or stratified form to differentiate
more important vs. less important knowledge. Accordingly
inconsistency measures for flat knowledge bases need to
be adapted for prioritized bases. The approach described in
[9] demonstrates the significance of applying inconsistency
measures to prioritized knowledge bases where the advantage
of this approach is that the priority of a formula can be
considered when measuring inconsistency.

In this preliminary study, we examine the structure of
rules in the Snort2Regex rule set and then break them down
into their elementary units in order to reflect their primary
structure. We then apply some existing approaches to measur-
ing inconsistency for rules in the Snort2Regex format. This
study reveals that the Irp_ Shapley value is most useful
for non-prioritized knowledge while the Blame, prioritized
measure potentially provides more useful paths for resolving
inconsistency. The investigation will lead to proposals as to
how inconsistencies can be most effectively resolved.



II. PRELIMINARIES

Let £ denote the propositional language obtained from a
finite set of propositional atoms P = {«,f3,7,...}, using
logical connectives {V,A,—,—}. An interpretation w is a
total function from P to {0,1} and let WV denote the set of
all interpretations. Interpretation w is a model of formula a,
denoted w [= a, iff a is true in the usual truth-functional way.
We denote set inclusion (resp. strict) by C (resp. C). Let L
denote an inconsistent formula.

Definition 2.1 ([6]) Let D be the set of databases formed
from L, where D = p(L). Let N be the set of natural numbers.
For n € N, D" is the set of databases of size n where D" =
{reD | [1|=n}

Definition 2.2 (MI and MC [6]) Let A € D, Con(A) =
{TCA | TFL}, and Incon(A)={T CA | THL}

MC(A)={® € Con(A) | YV e Con(A),d ¢ ¥}

MI(A) = {® € Incon(A) | YU € Incon(A),¥ ¢ P}
MI(A) is the set of minimal inconsistent subsets (MISs) of
A, and MC(A) the set of maximal consistent subsets of A.

In logics, inconsistency is the occurrence of conflicting
information. e.g. both a and —« can be proven. However,
for the rule set we are considering, we need to determine if
inconsistent information will ever be produced, e.g. {a —
B, 8 — —a} is classically consistent but if we later learn {«}
then {o,« — B, 8 — —a} is classically inconsistent.

Definition 2.3: A knowledge base K is called preemptively-
inconsistent if K /1L and 3@ C L, s.t. K U© L1 and
K U®' I/L where VO' C ©. MPS(K|0) = {®\ O] €
MI(KU®)}. MPS(K|O) is the set of minimal preemptively-
inconsistent subsets of K w.rt. ©.

© can be taken as a kind of constraint for a given K. In
the application we consider, © is in fact a subset of atoms
which is a very small proportion of alerts generated, e.g. the
most important alerts. M PS(K|©) is O sensitive, since given
a K, there may be more than one O satisfying Def 3.2. Due to
space limitation, we do not consider how this can be addressed
[10], instead, we are interested in K as long as there exist a
© making K U © preemptively-inconsistent.

IIT. NETWORK INTRUSION RULES

We currently have 8500 rules from [4], which have been
translated into Snort2Regex format using the Snort2Regex
translator. Regex pattern matching is then executed using high-
speed hardware for intrusion detection on raw packet data.
Rules in the Snort2Regex format are difficult to read and
analyze in terms of inconsistency so we first translate them
into a logical format and then measure their inconsistency.

A. Logical representation of rules

Definition 3.1: Let K be a unique rule identifier, m and
n integers, A a set of regular expressions for packet header
matching, B a set of regular expressions for packet content
matching, v a message describing the consequence of the
rule and L a reference for identifying a source. A rule 11
in Snort2Regex format is defined as:

K
headers : m
A={A,..., Ay}
II = content : n
B={B,...,B,}
msg : -y
{reference : L;}

Snort2Regex rule 11 says that from any of the given headers
coupled with all the contents, we can infer the message. 11 can
be translated into a unique equivalent propositional formula
denoted as P(Il) = (a1 V...V am) AN(B1L A ... A Bn) — 7,
where each regular expression in A (resp. B) is represented
by an atom «; (resp. [3;).

Example 3.1 Given two intrusion detection rules A and B
of form II

2
headers: 1
A1y {232} {2} {1}
\x02.{2}.{4}.{4}.{2}.{2}
content: 0
msg:"EXPLOIT IGMP IGAP
account overflow attempt”
reference:bugtraq,9952;
reference:cve,2004-0176;
reference:cve,2004-0367

3
headers: 1
A1y {1} {2}.{2}. {2} {1}
\x02.{2}.{4}.{4}.{2}.{2}
content: 0
msg:”EXPLOIT IGMP IGAP
message overflow attempt”
reference:bugtraq,9952;
reference:cve,2004-0176;
reference:cve,2004-0367

for an IGMP/IGAP account overflow attempt exploit.

Both rules contain one regular expression for packet header
matching but no regular expressions for packet content match-
ing; they produce different messages for intrusion alerts; and
originate from the same sources, i.e. bugtraq,9952, cve,2004-
0176 and cve,2004-0367.

Let A; (resp. B;) be a unique regular expression, i.e.

{2 {2 2 {1}\x02.{2} {4} {4} {2}.{2}
from A (resp. B) matched to packet contents. Let £ be the
message "EXPLOIT IGMP IGAP account overflow attempt”
from A and let y be the message "EXPLOIT IGMP IGAP
message overflow attempt” from B, then we have logical rules
PA) =a; — £ and P(B) = o; — x. O

B. Extending the rule set

Snort2Regex treats A and B independent from each other,
suggesting
& = "EXPLOIT IGMP IGAP account overflow attempt”



X = "EXPLOIT IGMP IGAP message overflow attempt”
have no connection. However there are obvious connections,
e.g. both refer to the IGMP protocol, EXPLOIT attempts, etc,
which are ignored by Snort2Regex. To establish connections
among rules, we examine the structure of these rules and es-
tablish connections where possible for inconsistency analysis.

Definition 3.2 Let 11 be a rule in Snort2Regex format
and ~ be its message. Assume that v can be expressed as
v =11, ..., Yt} where each ~y; is a meaningful expression for
intrusion detection, and is treated as an atom, then y can be
expressed as a conjunctive form of atoms obtained from -y;,
denoted as P(y) =1 A oo Az

For instance, given message & in A where
¢ = {EXPLOIT, IGMP, IGAP, account, overflowAttempt},
its logical form is P(§) = ¢ Av AT A p A o, where ¢
denotes atom EXPLOIT, and v denotes IGMP, etc. Similarly,
the logical form for y in B is P(x) = ¢AvATATAc. Therefore
& and x share some common atoms, e.g., EXPLOIT, etc.

The importance of this transformation is that it allows
correlations between rules to be identified and, along with
underlying knowledge constraints, makes it easier to maintain
the rule set by identifying inconsistencies.

Example 3.2 Given a new Snort2Regex rule suggesting
IGAP — —EXPLOIT denoted as 7 — —¢ then we have a new
ruleset K = {EAY = OAVATApAT Ao, T — —d} where
MPS(K|{€,x}) = {K}.

The preemptive-inconsistency in K occurs because we
know the IGAP variant will not be involved in EXPLOIT
attempts but we have previous IGAP related EXPLOIT rules.
The main advantage of identifying formulae at this elementary
level is that it allows connections among rules to be identified.

IV. APPROACHES TO INCONSISTENCY DETECTION

Some more explanation about the motivation for Definition
2.3 is in order. Although a subset of rules K translated from
rules in the SnortsRegex format may be consistent in the sense
of classical logic, when an event (denoted as «) is reported,
K U{a} could be inconsistent. There are potentially millions
of events which may be generated by these Snort2Regex rules.
However, if do not detect inconsistencies in the rules until
events are detected then actual intrusion detection will be
unreliable. Therefore, subsets of rules for detecting intrusion
attempts should be consistent given any eventuality.

Consider this simple example: we have a blacklist of IP
addresses from which exploit attempts are known to originate;
we have a rule stating that if the source address is blacklisted
then an exploit attempt is detected; we have another rule
stating that if the packet uses the IGMP protocol and the source
address is blacklisted then an exploit attempt is not detected.
These rules are classically consistent but if we later receive
an IGMP packet originating from a blacklisted IP address
then they will become classically inconsistent. However this
inconsistency detection can only be achieved at runtime, and
since we need to ensure that inconsistencies will never occur,
preemptive-inconsistency is needed.

Let us look at this example, given K1 = {a — 3,5 — —a}
then K U{a} is classically inconsistent. However we cannot

simply add formula to create an inconsistency and apply
inconsistency measures in the traditional way to the result
(such as K7 U {a}) since there are potentially a number
of variations which could create an inconsistency. Given
Ky ={aVBAy — 6,0 — ~aA— [} there are two alternatives
which create an inconsistency, i.e. K3 U{a} and KsU{fS,~}
where |Ko U {a}| = 3 and |Ky U {B,7}| = 4. These
will produce different inconsistency measures because the
number of formulae in the inconsistency will vary. Therefore
we consider K5 as a preemptively-inconsistent subset where
|K3| = 2. We are only interested in K», not K> U {a} or
Ky U {5 ) 7}'

Example 4.1 Regular expressions in Snort2Regex rules are
implemented as a whole in a high-performance environment,
individual primitive elements are not considered at the regular
expression or message level. However, individual primitive
elements in regular expressions and in messages do have
delicate connections where domain experts have this extra
knowledge to make the links between what is being detected

and how it is being detected.
Let E be the rule set K from Example 3.2 with this domain
knowledge applied to atoms in the set:

a— v,
B—pAoa,
vy —>7TNo,
VApA-T AT — @,
vAY — =0

FE =

Let Z and H be rule sets built from the same language:

o — =,

1[1%5/350 o= 2B A,
Z7=1 ¢ -a, H= o

uvVT—0, H ’

—w— & K— A

Given the rule set I' = EU Z U H (where |I'| = 14) and
using preemptive inconsistency, the MPSs of 1" are:

MPS(T{a, p,—m,0}) =
{H{a—=v,vApA—-T Ao — ¢, — ¢} = M,
{a =2 v, vApA-TAc— ¢, ¢ — —a} = Ms}

MPS(T|{v,d}) = {v At — —0,0 — 5 Aot = My
MPS(L{B}) ={8 = pAo,0 = BN} = M,
MPS(T[{7}) = { = 7 A0 — =5 A~} = My
MPS(FHO[}) = {{¢ — o, o0 — ¢} = M67

{a*)"(;sva‘)d)}:]w}}

A. Scoring function

As described in [6] the scoring function assigns a value
to each subset in terms of its contribution to the overall
inconsistency of a rule set based on how many inconsistencies
would be resolved if the subset were removed. This provides
an intuitive ordering to inconsistent subsets where the greater
the score the greater the inconsistency and a value of 0
indicates the subset is entirely consistent.

Definition 4.1 (Scoring function [6]) Let A € D and S
be the scoring function for A defined as follows, where S :
p(A) = NandT € p(A), then S(I') = |MI(A)|—|MI(A-T)|.

Example 4.2 The result of applying the scoring function
on formulae in preemptively-inconsistent subsets in I' w.r.t.

0= {Oé,p,_\’]T,O',I/,’l/),ﬁ,")’} 18:



S{a—swh) =2 S{Bopach) =1
SH{y—=7mAc}) =1 SAvApA-m
SHv Ay — =6} =1 Ao — ¢}) =2
SH{a—==¢}) =2 S{{v—=dro}) =1
SH¢——a}) =2 S{o—=-BAm}) =2
S{a—¢}) =2

From these results we can identify an inconsistency order
based on the scoring value, i.e. those formulae with a score
of 2 would be considered more inconsistent than those with
a score of 1 because their removal would resolve more
inconsistencies. However it is not sufficiently discriminatory
because variations in inconsistency scores are limited (e.g. 0,
1, 2). This means identifying inconsistency ordering will also
be limited because the scoring function does not assign each
formula a proportion of blame for the overall inconsistency.

The combined scores for subsets F, Z and H would
be S(E) = 6, S(Z) = 5 and S(H) = 4. The overall
inconsistency score for the rule set I is S(I') =7. O

B. Shapley inconsistency value

Two methods were proposed in [7] to address the issue of
identifying the proportion of blame associated with each for-
mula in terms of their contribution to the overall inconsistency
of a base. Both methods take an inconsistency measure as
a payoff function in coalitional form and, using the Shapley
value from coalitional game theory, determine the proportional
inconsistency for each formula in a base called the Shapley
Inconsistency Value (SIV). We first present the definition
for the SIV, since it will be used by the Ip;; and Ipp

inconsistency measures presented in this section.

Definition 4.2 (Shapley Inconsistency Value [7]) Let I be
a basic inconsistency measure. We define the corresponding
Shapley Inconsistency Value (SIV), noted S, as the Shapley
value of the coalitional game defined by the function I, i.e. let
a€K:

s =y =y

CCK

C) = I(C\{a}))

where n is the cardinality of K and c is the cardinality of C.

Definition 4.3 (SIV Vector) S;(K|©) denotes the vector of
the corresponding SIV for each formula of the base K w.r.t. ©
where a € K, i.e. S;(K|0) = (SEY®(ay),..., 5K (a,)).

Definition 4.4 (Max SIV) Let K be a belief base,
5;(K|©) = max SEY®(a), a € K.

We now define I,;; measure [7], which takes into account
the extent to which a formula contributes to an inconsistency.

Definition 4.5 (MI [7]) The MI inconsistency measure is
defined as the number of minimal inconsistent subsets of K,
ie.: I]\/[](K) = |MI(K)‘

The S;,,, measure can be summarized as the sum of the

proportion of all MISs of which a formula is a member.
Example 4.3 Given the rule set I' in Example 4.1, the
result of applying the MI Shapley inconsistency measure
on formulae in preemptively-inconsistent subsets of I' w.r.t.
O = {a,p, 7, o,v,9, 0,7} is (to reduce notation in the
calculations below, we simply write I" instead of I' U ©, this
applies to the remaining examples in which © is defined):

Sty ({a = v}) =3 Sn,({B—=pnoy) =3

(ysmndh) =4 Sh(vapn
514,<{qu*5}> T =2

G{a—-ey) =2 Sho(w—anel) =1
S{M,<{¢ s-a)) =2 s,MI<{o— S -BA-) =1
Shoa—eh) =1

Giving a vector value

SIMI (F) =

The Max SIV for subsets E, Z and H would be: SIFM,( )=

S’?MI( ) =2, and SEW(H) = 1. And a Max SIV for the
rule set SFMI( ) =1 0O

This function produces more useful results than the Scoring
function since it has a greater degree of discrimination in
the inconsistency measures (e.g. 0, %, %, %, 1) which allows
us to identify more significant inconsistent formulae. The
MI measure also produces a notably different inconsistency
ordering, e.g. {o — = A—y} has the maximum inconsistency
value by MI but is less significant by the Scoring function.

Next we introduce the Iy p, measure [7], which takes
into account the number of atoms, as well as of formulae,
contributing to an inconsistency.

Definition 4.6 (Ip, [7]) Let P be the set of atoms in a
language and K be a belief base from the language. Let w
be a total function from P to {T,F, B}, where B indicates
an interpretation "both true and false”. "Truth values” are
ordered as F' <; B <; T. Then

_ mingeMody, p (k) Lw!}
Tup, = A

(21121§l§

3a2a273727672a630 0517170 O)

Here
w! ={z € Plw(z) = B}
which is the set of “inconsistent” variables in an interpre-
tation. Also
Modyp(p) = {w € 37|w(y) € {T, B}}
which is the set of models of formula ¢.
min(Modrp(y)) = {w € Modrp(p)|
P’ € Modpp(p) st w'l Cw!}
The minimum models of a formula are the “most classical”
ones. The LP,, consequence relation is then defined by:
K =rp, ¢ iff min(Modrp(K)) € Modrp(p)
So ¢ is a consequence of K if all the “most classical”
models of K are models of .
The Sy, ,, ~measure can be summarized as extending the
Sty to include the number of atoms in an inconsistent

formula as a proportion of the overall language.

Example 4.4 Given the rule set I', the result of ap-
plying the Irp, Shapley inconsistency measure on formu-
lae in preemptlvely inconsistent subsets of I' w.ort. © =

{a, p, = 000,90, 8,7} is:

SILp ({a—v}) =& S,;Pm {B—pho}) =2
S, =2 8 -

Sjii Eg Ca LT Tl
Sipp, {a =0} =g Sh, ((W—o0ne)) =g
St {2 —0d) =5 Si,, (o >8] =5
SILP ({a — ¢}) =17

Giving a vector value

SPLPM(F):(A 3 3 10 3 5 3 5

3 2
517347347 512 34’ 517 34 5170’0vﬁ7ﬁ’0’0)



. The Max SIV for subsets FE, Z . and H would be
SIme(E) 2, SILP (Z) =&, and SIELPM(H) = 3. And
a Max SIV for the rule set S};P =49 0O

We can see that this function introduces the concept that the
more atoms of a language affected by inconsistency, the more
inconsistent the base, e.g. {¥v A p A =7 Ao — ¢} now has the
maximum inconsistency value. It also produces more variation
in inconsistency measures than both the Scoring function and

5 1 2 3 10
MI Shapley measure (e.g. 0, ﬁvﬂ777ﬁ7ﬁvﬁ7ﬁ)

C. Blame, prioritized measure

There are two types of prioritized knowledge bases de-
scribed in [9], namely the Type-I and the Type-II prioritized
knowledge base, which provide an intuitive ordering for for-
mulae within a base. The approach of Type-I knowledge bases
is to assign a numerical significance value to each formula. Its
limitation is that it is difficult to determine a significance value
for a formula in relation to other formulae in the base. Instead
of assigning numerical values to formulae, Type-II prioritized
knowledge bases divide formulae into subsets based on their
priority, and a knowledge base is regarded as a collection of
subsets with the first subset containing the most important
formulae etc.

Definition 4.7 Let T be a Type-II prioritized knowledge base
[9] with k priority levels. Let T = (A, ..., Ay) containing
subsets of formulae assigned to priority levels 1, ... k respec-
tively, where Ay has the most important formulae, and Ay, the

least.

Example 4.5 Let I" be a Type-II prioritized knowledge base
and F, Z and H be the sets of formulae from Example 4.1.
Let £ be most significant and H be least significant, i.e. I' =
(E,Z,H). The set of MPSs of I' from Example 4.1 w.r.t.

@:{a7p7_‘7r70-7y’77[}’18’ry} are now:

My ={{a—=v,vApAN-mT Ao — ¢}, {a — ¢}, 0)
My ={v Ay — -6} {p—>5A0} D)

Ms ={{a—=v,vApA-mTNo = ¢}, {d— —a},0)
My ={B—=pnro},0,{c = -BA-})

Ms ={{y—=>mNno},0,{c = BA})

M = (0,{¢ = —a},{a — ¢})

M7 = (0,{a = —¢},{a = ¢}) O

To begin defining the Blame, measure from [9] we must
define the concept of Opposed formulae. This is the set of
remaining formulae from a MIS resulting from the removal
of a single formula from the MIS at each priority level. The
cardinality of this set is used in determining a degree of blame

for the formulae in an inconsistency.

Definition 4.8 (Opposed formulas [9]) Let M be a minimal
inconsistent prioritized knowledge base and oF a formula
being attached with a priority level. Then the set of opposed
formulae to o w.r.t. M, denoted Opp(M, o), is defined as:

{ap}, ifM = {O‘P}v
Opp(M7 aP) ={M- {Opp(M, aP)}7 if{ap} - M7
0, ifa” & M.
Example 4.6  Given the MPS My from
MPS(T'{a, p,—m,0}), the result of applying the

Opp(M;,
Opp(M1,a = v) =

m) for m € M is:
{nunpn-mno = ¢} {a— =9},0)

Opp(Mi,v ApAN—-T Ao — ¢) =
Opp(My, a = =¢) =

We continue defining the structure of the Blame, measure
by introducing the Inc, measure from [9]. This, along with the
Opposed formula, determines the Blame, value of a formula.

Definition 4.9 (Inc, inconsistency measure [9]) Let K =
(K(1),...,K(n)) be a Type-II prioritized knowledge base.
The inconsistency measure for K, denoted as Inc,(K), is
defined as:

({a = vh{a— —¢},0)
{a—=v,vApA-T Ao — ¢} 0,0) O

Inc,(K) = Inc, (M),
MeMI(K)

Sig, (M)

where Inc,(K) = 3]

MIS(K).

Especially, we call Inc,(K) = Sigjv}‘M) x Inc.(M*) the
i-th level inconsistency amount of M, and abbreviate it as
Inc$? (M).

Example 4.7 Given the Type-II prioritized knowledge base
I wrt. © = {«,p,~m,0,v,1¢, 8,7} and the MPS M, the
result of applying the Inc, inconsistency measure is:

Incy(Mi) = (33, 37.37) = (5 5,0)
The Inc, result for ' is Inc,(I') = (32,25,1). O

We now present the full definition of the Blame, measure
from [9].

Definition 4.10 (The Blame of each formula for the k-th level
inconsistency [9]) Let K = (K(1),...,K(n)) be a Type-II
prioritized knowledge base. Then for each 1 < k < n, the
blame of each formula of K for the k-th level inconsistency
of K, denoted Blamegk), is defined as follows:

D

MeMI(K)

x Inc.(M*) for each M €

Va € K, Blamel(,k)(K7 a) = Blamel()k)(M7 ).

where

BlameF) (M, o) =

Sig(k)(()pp(l\/[,a)) I (k) M .
: 7 >0,
S penr Sigd® (Opp(M,B)) x Incy” (M), if [M (k)]

0, if [M(F)| = 0.

for each M € MI(K).

Example 4.8 Given the results of Opp(M;,m) for m € M,
and Inc, (M), the result of Blame® for the formula o — v
in each priority level is:

(Ml,a—> v) =

[{vApA—TAc— P}
Hv ApA—-m Ao — ¢}
+H{a = v+ {e =,
VApA-T AT — ¢}

— {a—=—d}
(M1,oz —v) = Ta oAl
\{a@% ¢} + (0]

10|
(M0 —v) = [IENGEEL]

Blame

Blame

Blame
Giving an overall Blame, value for & — v in M;:
Blame,(My, o0 = v) = (35, 15,0). O
Definition 4.11 (The Blame of each Formula for Inconsis-
tency [9]) Let K = (K (1),...,K(n)) be a Type-1I prioritized
knowledge base. The blame of each formula of K for the
inconsistency of K, denoted Blame,, is defined as follows:



Va € K, Blame, (K, @)
= (BlamelV (K, a),..., Blame{™ (K, a),

where (Blameq()l)(K, «) is the blame of « to the k-th level
inconsistency of K for each 1 < k <n.

Definition 4.12 (The relation of less blameful than, <p
[9]) Let K be a Type-II prioritized knowledge base. A binary
relation on K, denoted as <p, is defined as follows: o <p [
if and only if Blame,(K,a) < Blame,(K, ().

Further, « <p B if « <p B and B A5 a. a ~p B if
a<p B and § <p a. We say that « is less blameful for the

inconsistency in K than § if « <pg p.

Example 4.9 Given the Type-II prioritized rule set I,
the result of applying the Blame, measure on formu-
lae in preemptively-inconsistent subsets of I' wrt. © =
{a, p,—m,0,v,, 5,~} would be:

Blame,(I',a — v) =(%,5.0)
Blame,(I', 8 — p A o) =(0,0,1)
Blame,(I',y — 7 A o) = (0,0, %)
Blame,(I', v ApAN—=m No — @) :(5,5,0)
Blame,(I',v A — =0) =(0,3,0)
Blame, (T, a — —¢) = (é,o, )
Blame,(T',p — d A o) =(4,0,0)
Blame, (T, ¢ — —a) = (%,0, 1)
Blame,(I'yo — =8 A —y) = (5,0,0)
Blame, (T, a — ¢) =(0,%,0)

This produces an ordering for the distribution of blame
between inconsistent formulae of T, i.e.

({B—=pno}=p{y—>7mA0})<s

{vANp = =6} <p{a— ¢} < {a— ¢} ~p
{p = -a}) < {a—=vi=p {vApA-TAc— ¢})
<p{Y—=90AN0} < {oc—= BN}

where 0 — =3 A\ — is considered the most inconsistent. [
The informativeness of the measures applied in this section
can be summarized as:

o the Iy Shapley value is more representative than the
Scoring function because it considers the proportion that
a formula contributes to the base;

e the I p,, Shapley value is an extension of the I/r
Shapley value because it also considers the proportion
of a language affected by inconsistency;

o when formulae are prioritized the Blame, measure,
unlike the I;; Shapley value, can take into account this
ordering. However it cannot represent the proportion of
language affected by inconsistency.

V. CONCLUSION

Effective management of inconsistencies in intrusion de-
tection rules is essential for reliable detection of intrusion
attempts, especially with a large set of rules. The ability to
not only identify these inconsistencies, but to distribute the
degree of blame among contributing rules is important in the
process of resolving inconsistencies.

In this preliminary study, we investigated how Snort2Regex
rules can be translated into logical formulae. We began by
identifying elementary units in the rules because in the current
Snort2Regex system, each rule is looked at as a whole, so

it is difficult to correlate them. We then extended this rule
set to include some domain knowledge to more explicitly
correlate rules. Finally, we applied a number of approaches for
measuring inconsistency in this extended rule set. Our results
can be summarized as:

e measuring inconsistencies in intrusion detection rules is
potentially very useful for this domain since ensuring
accurate and reliable intrusion detections is dependent on
a consistent detection system;

« the inconsistency measures presented here are effective
for quantifying the inconsistency of formula in an ex-
tended, knowledge-based, system. Using these values
they can determine an inconsistency ordering for the
degree of blame associated with each formula in order
to begin resolving inconsistency;

o the major problem identified by this paper is that cur-
rent rules used for intrusion detection are vulnerable to
inconsistencies, but because they do not incorporate any
domain specific knowledge, it is difficult to correlate rules
in order to identify these inconsistencies.

From this investigation, we also discovered that integrating
both the Iy, p, Shapley value and inconsistency measures for
Type-II prioritized knowledge bases could give some distinct
advantages. It would be interesting to see how these two
measures can bet integrated to produce a new measure on
inconsistency.

Further work will aim at proposing strategies for removing
minimal numbers of Snort2Regex rules in order to resolve
inconsistency.
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